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The Israeli Legislation against Terrorist Financing

Ruth Plato-Shinar

INTRODUCTION

States throughout the world have become pre-
occupied with terrorism on a daily basis. The image
of terrorism, enormous in its scope, organisation and
financial resources, has meant that we can no longer
turn a blind eye to it. International terrorism endan-
gers human life and the lives of nations themselves,
threatening global peace and security.

The state of Isracl has been on the front line of
terrorism since its founding. The only democracy in
the Middle East has for many years faced deadly
terrorist attacks and has conducted a special cam-
paign against terror through extensive legislation
and uncompromising enforcement. This is not a
simple campaign. It is being undertaken out of a
desire to safeguard human rights and respect for indi-
vidual freedoms. Alongside considerations of security
and the maintenance of public safety and public order
are additional values which every modern society
must respect. Finding the balance between them is
not easy and it is becoming increasingly difficult the
more menacing the terror.”

The escalation in terrorist attacks around the world
in recent years has placed the need for more effective
methods of combating terrorist organisations on
the international agenda. Special emphasis has been
placed on dealing with the economic aspect of this
issue: the financing of terrorism and the transfer of
funds for terrorist activities.” In this context it also
seems appropriate to follow in the track of the
money. Efforts are being made throughout the world
to expose funds and assets connected with terrorism,’
and this is also the situation in Israel.

ISRAELI LAW

Isracl has a number of laws dealing with terrorism.*
Nonetheless, there was recently a desire to elaborate
on the legislation in this area. The existing provisions
were not originally designed to deal with terrorism
unrelated to the state of Israel, and are thus incompa-
tible with the international approach.” Furthermore,
the subject of financing terrorism per se had not been
broadly referred to in the legislation. Israel signed
the UN International Convention for the Suppression
of the Financing of Terrorism® and later ratified it.”

Isracl is clearly subject to the Resolutions of the UN
Security Council on terrorist financing, including
Resolution 1373 of 28th September, 2001,% and acts
in accordance with the Rules determined by the
Financial Action Task Force (FATF)9 in this area.
These international steps obligated Isracl to enact
special legislation on terrorist financing.

The object of this paper is to review the principal
Israeli legislation regulating terrorist financing.

THE DEFENCE (EMERGENCY)
REGULATIONS 1945

The Defence Regulations are an inheritance from the
pre-state days of British rule in this region and were
intended to apply in a state of emergency."’ They
have the normative status of primary legislation and
remain in effect to the present day.'"

Regulation 84(1) defines a ‘prohibited association’
as a body of persons, incorporated or unincorporated,
which encourages or incites the commission of any of’
the following prohibited acts, or which has com-
mitted, been involved in or responsible for prohibited
acts: the overthrow of the constitution of Israel or the
government of Israel by violence; causing hatred, con-
tempt or the incitement of hostility against the gov-
ernment or any of its ministers;'? the destruction of
or damage to property of the state; acts of terrorism
against the government or its employees; and any
body of persons declared by the Minister of Defence
to be a prohibited association, including any branch,
centre, committee, group, party faction or institution
of any such body.

The trend in the case law, and in particular the
rulings of the military courts, indicates a tough line
in implementation of the Regulations.'” It has been
held that an entity shall even be regarded as a prohib-
ited association where it has no formal effects or orga-
nisational or physical infrastructure. It is sufficient for
its members to execcute their terrorist thoughts by
words or deeds. The intent is to any body of
persons, even where it is not incorporated, has no
name, constitution or rules of association, and even
where its views are disseminated in any manner
whatsoever and not specifically in any formal written
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manner. There is no requirement for any firm ideol-
ogy, rigid hierarchy, large membership or any
ability to act even if its members are caught. There
does not have to be any connection with other organi-
sations. However, there does need to be a minimum
number of two members, the knowledge that cach
person is also acting on behalf of the others, and a
common goal serving for propaganda and for acts of
terror.'* This is so even where the organisation has
not commenced actual operations and all its activities
are only in the carly planning stage.'

The courts have ruled that the Defence Regulations
should be interpreted according to their legislative
intent, which is to protect state security and public
safety. However, the present interpretation of the
Regulations is not the interpretation they would
have had at the time of their enactment. The Regula-
tions are currently part of the laws of a democratic
state and should be interpreted against the background
of the basic principles of the Israeli legal system. Thus,
when interpreting the expression ‘prohibited associa-
tion’, the balance needs to be found between the
need to prevent attacks on state security and the out-
lawing of associations designated for the perpetration
of terrorist attacks, and protecting freedom of asso-
ciation. However, where an association endangers
the very essence of public safety, turning the inherent
danger into an alarming reality, these are serious
considerations which should prevail over freedom of
association. Furthermore, it may be argued that an
association such as this will not be covered by
freedom of association, thus there is no need to
examine the scope of the interpretative protection of
the term ‘association’.'®

Regulation 84(2) provides the consequences of a
declaration by the Minister of Defence of a prohibited
association: any person in possession of any property
of an association or owing it money shall notify the
Minister of Finance thereof within 24 hours and shall
not transfer possession of the property or the monies
and shall not perform any act with respect thereto
except at the instruction of the Minister of Finance.
The Minister of Finance may confiscate any property or
monies of an association and order that they be trans-
ferred to the Minister of Defence. The Minister of
Finance may authorise any person to enter any place
and search and seize any property. Any person is obli-
gated to hand over any information to the Minister of
Finance or any person acting on his behalf. Any person
in breach of this R egulation commits an offence under
the Regulations.

Regulation 84(2) is pertinent to the issue of terrorist
financing because it applies to a person in possession of
property and monies owed to a terrorist organisation,
and even enables the confiscation thereof. However, it
seems thatitisaimed only at terrorism against the gov-
ernment of Isracl. In any event, it only applies to a ter-
rorist organisation which has been declared by the
Minister of Defence to be a prohibited association.

Regulation 85 provides a series of offences relating
to a prohibited association, with the penalty for such
offences being imprisonment for up to ten years and/
or a fine. They include: possession of property, including
any account belonging to the association or issued by it or
relating to it; collection or demand for a donation or support
for the association.

Regulation 85 expressly refers to financing the
organisation and therefore will also apply to the finan-
cing of organisations engaged in terrorism. However,
it prescribes only the commission of an offence,
without providing the administrative tools to handle
the monies or property. The option of confiscating
property by virtue of Regulation 84(2) applies only
to an association declared by the Minister of Defence
to be a prohibited association.

PREVENTION OF TERRORISM
ORDINANCE, 5708-1948

The Prevention of Terrorism Ordinance was enacted
upon the formation of the state and as primary legisla-
tion still serves when dealing with terrorism. Under
section 24, the Ordinance is to remain in force only
while a state of emergency continues to exist in the
state.

‘Terrorist organisation’ is defined in section 1 of
the Ordinance as ‘a body of persons resorting in its
activities to acts of violence calculated to cause death
or injury to a person or to threats of such acts of
violence’. This definition shows that a terrorist organi-
sation is an active group that has already begun to use
terrorist measures to attain its objectives.'”

Section 7 of the Ordinance provides that in order to
prove that a particular body of persons is a terrorist
organisation, it shall be sufficient to prove one of the
following: (1) one or more of its members, on behalf
of or by order of that body of persons, committed
acts of violence calculated to cause death or injury to
a person or made threats of such acts of violence; or
(2) the body of persons, or one or more of its
members on its behalf or by its order, has or have
declared that the body of persons is responsible for
acts of violence calculated to cause death or injury to
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a person or for threats of such acts of violence, or has or
have declared that the body of persons has been
involved in such acts of violence or threats.

The courts have interpreted the term ‘terrorist
organisation’ in a similar manner to the interpretation
adopted with respect to the Defence Regulations. It
has been held that the intent is not specifically to a
formal organisation founded on democratic principles.
Itis sufficient for those persons organised among them-
selves as collaborators, where each knows that he or she
is carrying out his or her function not only on his or
her own behalf but also on behalf of the others, with
a common purpose, and he or she knows or ought
to know that by doing so he or she becomes a
member of the organisation and a participant in its
activities.'®

Furthermore, under s. 8 of the Ordinance, the
government may declare that a particular body of
persons is a terrorist organisation, which may serve
as proof in any legal proceeding, unless the contrary
is proved. In other words, despite the existence of
such a declaration, the court has authority, after
hearing the evidence, to determine otherwise. The
burden of proof to rebut the presumption is on the
organisation. However, in practice these declarations
are not rebutted'” and the executive has been given
complete autonomy. The section does not obligate
the government to state any reasons whatsoever at

. . ol
the time of the declaration®

or at the legal hearings,
and also does not restrict the declaration to a specific
time or demand its re-evaluation every few years. In
view of the fact that this is a constitutive declaration
resulting in a severe criminal penalty, the broad
discretion given to the government, and through it
to the entire political and defence establishment, is
remarkable.”’ Courts are reluctant to intervene in
governmental discretion.”> Over the years various
organisations, both Palestinian and extreme right-
wing Jewish organisations, have been declared as
terrorist organisations pursuant to s. 8.

In the Federman case, the petitioner contended that
the declaration was a serious infringement of his and
the movement’s freedom of expression, as well as of
freedom of association. The High Court of Justice
responded that the desirable formula for balance
with respect to the Prevention of Terrorism Ordi-
nance is a perpendicular balance, viz., the interest in
preventing terrorism will prevail over these freedoms,
provided however that the requirements with respect
to the probability and intensity of the infringement
have been satisfied.**

The Prevention of Terrorism Ordinance prescribes
the offence of membership in a terrorist organisation,
with a penalty of up to five years’ imprisonment (s. 3).
The term ‘member of a terrorist organisation’ is
defined in s. 1 of the Ordinance and also includes a
person who collects monies or articles for the benefit of an
organisation. Also in this context the courts have
waived formal requirements. It has been held that an
organisation does not need to have acknowledged
acceptance procedures. It is sufficient if a person
knows that he or she is performing his or her functions
not only on his or her own behalf but also on behalf
of others, with a common purpose, in order to be
considered a member of an organisation.”

A different offence is supporting a terrorist organi-
sation (s. 4), which includes: the provision of money or
money’s worth for the benefit of a terrorist organisation,
and putting an article at the disposal of anyone in order
that it may serve a terrorist organisation or a member
of a terrorist organisation in carrying out an act on
behalf of the terrorist organisation. The penalty for
such an offence is imprisonment for a term of up to
three years and/or a fine.

The Ordinance is not satisfied with dealing with
the direct perpetrators of violent acts operating on
behalf of terrorist organisations. It also encompasses
members of organisations which are not direct part-
ners to the violent acts, as well as external supporters
and backers. The Ordinance is aimed at preventing
any activity of a terrorist organisation, including
activity which may be normal and legitimate with
respect to any other organisation, because the actual
existence of a terrorist organisation constitutes a real
danger to public safety. Any assistance to such an orga-
nisation allowing it to exist and operate constitutes a
danger. It is clear that the prohibitions determined in
the Ordinance severely infringe basic rights. In this
regard they strike at the very essence of democracy.
They therefore have no place in a democracy, unless
the democracy is endangered and while it is endan-
gered. Since terrorism is perceived as being an
extreme expression of an ideological transgression,
terrorism should not be permitted to hold a bomb in
one hand, while waving the flag of human rights in
its other hand.*

Terrorist financing falls within ss. 3 and 4 of the
Ordinance. A person collecting money for the
benefit of an organisation commits the offence of
membership in an organisation, even if he or she is
not an official member of the organisation, while a
person who ‘only’ donates money to the organisation
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commits the less grave offence of supporting an
organisation.

Section 5 of the Ordinance permits the District
Court to confiscate property and monies of a terrorist
organisation. In this context the section provides a
rebuttable presumption that any property found in a
place serving a terrorist organisation or its members
as a place of action, meeting, propaganda or storage,
regularly or on a particular occasion, and any property
found in the possession or under the control of a
member of a terrorist organisation, shall be considered
the property of the organisation unless the contrary is
proved. This presumption does not prevent the confis-
cation of other property of the organisation, such as
monies of the organisation found in bank accounts
in the name of the organisation or in the name of
any other entity, provided however that it is proved
that they are the property of the organisation.

PENAL LAW, 5737-1977

Section 145 of the Penal Law defines an ‘unlawful
association’ in the following manner:

(1) Any body of persons, incorporated or unincorpo-
rated, which by its constitution or propaganda or
otherwise advocates any of the following acts: the
subversion of the political order of Israel by revo-
lution or sabotage; the overthrow by force or
violence of the lawful government of Isracl or
of any other state, or of organised government;
the destruction or injury of property of the state
or of property used in commerce within the
state or with other countries.

(2) Any body of persons, incorporated or unincorpo-
rated, which advocates or encourages the doing of
any act having sedition as its declared or implied
object.

(3) A branch, centre, committee, group or faction of
an unlawful association and any institution or
school managed or controlled by it.

(4) Any body of persons, incorporated or unincorpo-
rated, which is or appears to be affiliated with an
organisation which advocates or encourages any
of the doctrines or practices specified in this

: 27
section.

The definitions in the first two alternatives are very
similar to the definition of the term ‘prohibited asso-
ciation’ in the Defence Regulations; thus the inter-
pretation given to that term may be used. ‘Unlawful

association’ 1s any association whose intent is to
harm the legal regime of the state or its political
order, in the broad meaning of those terms. The
intent is to a group of more than one person, with
the word ‘member’ indicating the existence of a tie
of membership in connection with the unlawful
purpose defined in the body of the section.” In con-
trast to the definition in the Prevention of Terrorism
Ordinance, an association that has not yet begun to
operate is also included within the ambit of the
section.”

The last two alternatives expand the application of
the definition and clarify that also ‘branches’ of the
association are included within its definition. The
last alternative is particularly restrictive and provides
an absolute offence that appearance is sufficient for it
to be deemed an unlawful association.™

Section 148 1s particularly pertinent in the case of
terrorist financing, by prescribing the offence of con-
tributions to unlawful associations: a person who pays
or solicits a membership fee or contributes for or on
account of an unlawful association is liable to imprison-
ment for six months.

A membership fee is a fixed payment to an associa-
tion, even if the person making such a paymentisnota
member of the association. On the other hand, a con-
tribution is the random giving of money. The
payment or contribution need not be made directly
to representatives of the association, but may be
made indirectly by depositing into its account. The
offence also applies to a person soliciting payment or
a contribution, even if the solicitation act did not
succeed.”’ In the absence of any requirement for the
existence of a specific intent, the offence should be
regarded as one of regular intent, and therefore ‘reck-
lessness’ is sufficient basis for a conviction. However,
with respect to solicitation, a specific intent to solicit
is required, although with respect to the knowledge
that an unlawful association is involved, it seems that
recklessness is sufficient.

Under s. 150, an indictment on the above offences
should not be filed, except by or with the consent of
the Attorney General.”> The policy of the High
Court of Justice is not to intervene in the decisions of
the Attorney General, except in exceptional cases.”*

PROHIBITION ON MONEY
LAUNDERING LAW, 5760-2000

The Prohibition on Money Laundering Law is a recent
law, comprehensively regulating the struggle against
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money laundering in Isracl,” including the laundering
of terrorism funds. The Law came fully into force in
March 2002. By virtue of the Law, a whole series of
secondary legislation has also been enacted.

The Law prescribes three completely new offences
in the Israeli statute book.

Section 3(a) of the Law provides the offence of
money laundering, which is performing a property
transaction on prohibited property with the object
of concealing or disguising its source, the identity of
the owners of the rights therein, its location, its move-
ments or the performance of a transaction with respect
to such property. The penalty for such an offence is ten
years’ imprisonment or a fine of NIS4m. ‘Prohibited
property’ is defined in the section as property originat-
ing directly or indirectly in an offence, property used
to commit an offence and property enabling the
commission of an offence.”® An ‘offence’ is one of
the offences specified in the Schedule to the Law.
Among these offences are also offences referred to
above under the Defence Regulations and the Pre-
vention of Terrorism Ordinance.”” A ‘property trans-
action’ is defined more broadly as vesting or receipt of
ownership of any rightin property, whether or not for
consideration, as well as a transaction with property
amounting to delivery, receipt, holding, conversion,
a banking transaction, brokerage, mixing the prohib-
ited property with other property etc. For the pur-
poses of the criminal intent for the offence, s. 5 of the
Law provides that it is sufficient if the person perform-
ing the transaction knew the property was prohibited
property, even if he did not know to which specific
offence the property is connected. The laundering of
monies originating in terrorism is thus an offence, as
is the concealment of monies designated for terrorism.
However, it is desirable to emphasise that the actual
financing of terrorism is not an offence under the
above Law.

Section 3(b) of the Law prescribes an additional
offence of money laundering: a person performing a
property transaction or delivering false information
with the object of preventing any reporting as
required under the Law, or to cause incorrect report-
ing shall be liable to ten years’ imprisonment or a fine
of NIS4m.

Section 4 of the Law provides an offence of
‘performing a transaction with prohibited property’: a
person performing any property transaction knowing
that it is prohibited property, and that such property
falls within the property specified in the Schedule to
the Law (such as objets d’art, precious stones, real

estate, antiquities ctc and including monies and
financial assets in an amount exceeding NIS4,000)
shall be liable to seven years’ imprisonment or a fine
of NIS2m. The section goes on to state that the knowl-
edge required is real knowledge, as opposed to wilful
blindness.” It was also determined with respect to this
offence that it is sufficient if the person performing the
transaction knew that the property was prohibited
property, even if he did not know to which specific
offence the property is connected.

Section 6 exempts a person performing a transaction
from criminal liability under the section if he has
reported to the police about the transaction prior to
performance and has acted in accordance with police
instructions, or if he has reported to the police as soon
as possible after performance of the transaction. With
respect to a provider of financial services, the exemp-
tion from liability will apply to him if he complied
with the obligation of reporting imposed on him in
Chapter Three of the Law, as explained below.

Thus, a transaction in monies originating in ter-
rorism or designated for terrorism is an offence if the
person performing the transaction knew of their
origin or their improper purpose and failed to report
the transaction, on condition that the amount of
such monies exceeds the above amount.

Chapter Three of the Law relates to ‘providers of
financial services’: banks, insurance companies and
insurance brokers, portfolio managers, provident
funds, the Post Office Bank and providers of currency
services.”” The Law and the various Orders issued
by virtue of the Law impose four obligations on
providers of financial services:

(1) An obligation of identification of customers and
additional persons.

(2) An obligation of reporting of two kinds. Objec-
tive reporting of a number of transactions exceed-
ing a specific pecuniary amount, and subjective
reporting of ‘unusual’ transactions.*

(3) Obligation to keep and maintain records.

(4) In the case of a corporation — an obligation to
appoint a person responsible for the prohibition
of money laundering on behalf of the corpora-
tion.

Chapter Four of the Prohibition on Money Launder-
ing Law prescribes an obligation to report on the entry
into Isracl and the departure from Isracl of monies and
cheques exceeding a sum of NIS80,000, whether they
are carried, sent by mail or by any other method,
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except by means of bank transfer, over which an obli-
gation of reporting applies by virtue of Chapter Three
of the Law. A breach of the obligation of reporting is
an offence punishable by six months’ imprisonment or
afine. A police officer or customs official has authority,
without a judicial order, to seize the monies with
respect to which the reporting was not performed.

By virtue of Chapter Eight of the Law, the Israel
Money Laundering Prohibition Authority was set
up at the Ministry of Justice, and a database was estab-
lished to receive reports under the Law. Section 30
guarantees the right to privacy of any person with
respect to whom information is found in the base
and prohibits the transmission of information from
the base, except in several exceptional cases. The
section enables the transmission of information to
the Israel Police and the Money Laundering Pro-
hibition Authority in another country — for the
purpose of combating money laundering — and to
the General Security Service — for the purpose of pre-
venting and investigating the activities of terrorist organisa-
tions or of harm to state security. It is therefore seen
that the information in the database serves not only
to combat money laundering but also in the war
against terrorism.

In order to encourage the transmission of reports to
the database, s. 24 of the Law provides that where a
report is made under the provisions of the Law in
good faith, it shall not be regarded as a breach of the
duty of confidentiality and trust or of any other duty
under the provisions of any law or agreement and
there shall be no criminal, civil or disciplinary liability.
Furthermore, a provision was enacted restricting the
disclosure of the identity of the reporting entity.

Chapter Six of the Law deals with forfeiture of
property and creates an innovative arrangement
with the object of expanding the use of this effective
mechanism. Where a person has been convicted of
an offence under ss. 3 and 4 of the Law, the court
shall order, unless it decides not to do so on special
grounds to be recorded, in addition to any penalty,
the forfeiture of any property of the convicted
person amounting to the value of the property on
which the offence was committed, property used in
the commission of the offence or property which
enabled the commission of the offence, or property
obtained directly or indirectly from the commission
of the offence. Under certain conditions property of
any other person may also be forfeited (s. 21). Further-
more, the Law enables performance of forfeiture in
civil proceedings under an order of the District

Court. This will be in a situation where a person sus-
pected of committing an offence is not present perma-
nently in Israel or cannot be found, and thus an
indictment cannot be filed against him, or in the case
where property is discovered after the conviction
(s. 22). Terrorism monies may also be forfeited
within the framework of the sections on forfeiture,
upon the fulfilment of the necessary provisions.

The Prohibition on Money Laundering Law
entered into force in March 2002, and has already
been used in the war against terrorism. In May 2003,
15 prominent leaders of the Islamic Movement in
Isracl were arrested for transfers of monies from the
Islamic Movement to Hamas. In addition to the
arrests, an attachment was also imposed on the bank
account of the Islamic Movement. The case involved
the tremendous support given to families of Hamas
activists who perpetrated or planned the perpetration
of serious terrorist attacks in Israel, who were incarcer-
ated or deported for the commission of acts of ter-
rorism, or those who killed themselves in suicide
bombings. The main source of financing for these
funds was from donations coming from abroad.
These funds were prima facie designated for civil
humanitarian purposes, but it was suspected that the
funds were also being indirectly transferred to the
military branch of Hamas.*' The indictments also
included offences against the Defence Regulations,
the Prevention of Terrorism Ordinance and the Prohi-
bition of Money Laundering Law. The Supreme
Court held that even if the funds that were transferred
were not directly designated for military terrorist
activity, the aforesaid transfers of funds were encour-
agement or an incentive for terrorist activities exceed-
ing general compliance with religious duties to
support the needy.*

The importance of the Prohibition of Money Laun-
dering Law in the context of the war against terrorism
is that even if the commission of the terrorist offences
themselves cannot be proved, the suspects may be
brought to trial for economic offences — laundering
of terrorism funds. The receipt of money from terror-
ist organisations, the use and the transfer of such
money to terror groups are all offences, if the requisite
intent in ss. 3 or 4 of the Law has been satisfied.

COMBATING CRIMINAL
ORGANISATIONS LAW, 5763—2003

The Combating Criminal Organisations Law 1is
the most recent Law, which entered into force
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immediately upon its enactment (June 2003). The
object of the Law, as its name shows, is to combat
the increasing phenomenon of criminal organisations.

A ‘criminal organisation’ is defined in section 1 of
the Law as follows:

‘An incorporated or unincorporated body of
persons acting in an organised and continuous
format for the commission of offences which,
under the laws of Israel, fall within the category
of a felony or the offences enumerated within the
First Schedule which are not a felony (including
an offence under section 4 of the Prevention of Ter-
rorism Ordinance), except offences falling within
the category of a felony enumerated within the

Second Schedule; for this purpose, it is irrelevant —

(1)  whether or not the members of the organisa-
tion know the identity of the other members;

(2) whether the composition of the members of
the group is fixed or changing;

(3) whether the aforesaid offences in the opening
passage are committed or intended to be com-
mitted in Israel or abroad, provided however
that they constitute offences both under the
laws of Isracl and under the laws of the place
in which they were committed, or that
under Isracli law, the Isracli laws apply to
them, even if they are not offences under the
laws of that place;

(4)  whether the organisation also commits lawful
acts and whether it also acts for lawful pur-
poses.’

Section 31 of the Law provides that for the purpose of
proving a continuous and systematic format in which
an organisation operates, evidence may be brought as
to offences committed and acts perpetrated prior to the
commencement of the Law, provided that evidence is
brought as to the continuation of the activity of the
organisation even after the commencement of this
Law.

The Law is not restricted to combating organised
crime.” According to the explanatory note to the
Bill,** the Law would not be limited to organisations
whose object was for economic profit, but would
also apply to organisations acting on ideological
grounds, such as terrorist organisations, provided that
they satisfy the characteristics of an organised, sys-
tematic and continuous format. Evidence of this is,
as stated, the inclusion of's. 4 of the Prevention of Ter-
rorism Ordinance in the First Schedule to the Law.

The Law deals with two issues. First (Chapter Two)
is the determination of offences and second (Chapters
Three to Seven) is the forfeiture of property.

Section 2 of the Law determines the offence of ‘acti-
vism in a criminal organisation’, which also includes
the person directly or indirectly financing activities of
a criminal organisation, or receives financing for the
purposes of operating the organisation, or decides
with respect to the distribution of monies in a criminal
organisation. The penalty for such an offence is ten
years’ imprisonment. In the case of a criminal organi-
sation whose activities also include an offence for
which the penalty prescribed exceeds 20 years’ impri-
sonment, the penalty shall be 20 years” imprisonment.

Most of the sections of the Law are devoted to the
issuc of forfeiture and determine an arrangement
which is even more progressive than the arrangement
in the Prohibition on Money Laundering Law. The
Law allows for forfeiture by the court in criminal pro-
ceedings after conviction (ss. 5—13, 18—20, 28—30 and
32), forfeiture by the court in civil proceedings not
preceded by criminal proceedings (ss. 14—17, 18-20,
28-30 and 32), and the provision of temporary reme-
dies prior to the performance of forfeiture, such as an
attachment order, injunction, obligation to provide a
surety on behalf of the accused person or any other
person in possession of property or the provision of
instructions on the interim administration of the prop-
erty (ss. 21-27). It should be emphasised with respect
to forfeiture in criminal proceedings that if the con-
victed person is convicted of an offence of heading a
criminal organisation, his property in connection
with another offence committed within the frame-
work of the criminal organisation, as well as any prop-
erty of the organisation itself, may also be forfeited
(s. 8). Proof of the facts and conditions for the
purpose of forfeiture shall be performed to the level
required in a civil case (s. 12). It should be noted
with respect to civil forfeiture that not only property
in connection with the offence may be forfeited but
also any other property of the organisation (s. 14).

THE PROHIBITION OF FINANCING
TERRORISM BILL, 5763-2003"

The various Laws presented above deal in one way or
another with terrorism monies or the financing of
terrorism, but the escalation in terrorism has called
for the determination of even more effective methods
of combating terrorism, and thus additional legisla-
tion is required. The original plan was to amend the
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Prohibition on Money Laundering Law, to insert a
chapter on the financing of terrorism and to imple-
ment several other necessary adaptations.*® However,
eventually it was decided to enact a separate Law. As
of writing this article, the Prohibition of Financing
Terrorism Bill has already passed the First Reading
in the Knesset, and it can be assumed that it will
shortly become binding law.

Section 49 of the Bill expressly clarifies that the
provisions of the proposed Law are in addition to
and shall not derogate from the provisions of any
other Law.

Government declaration of an
organisation or person engaging in
terrorism

Chapter Three of the Law deals with the declaration of
a person or organisation as engaging in terrorism. The
declaration has implications with respect to the other
provisions of the Bill, such as with respect to the
new offences prescribed in the Bill and regarding
the seizure of property. The object is to publish
the declaration and bring it to the attention of
the public, with the object of seizing the assets of the
person or organisation mentioned in the declaration,
and prevent citizens from creating any economic ties
with the person or organisation.*’

As stated, Israel already has statutory provisions
enabling a body of persons to be declared an unlawful
organisation or terrorist organisation. The new pro-
posal determines a new track for a declaration, in addi-
tion to the existing tracks. Under s. 8 of the Bill, the
government may declare a body of persons to be ‘an
organisation engaged in terrorism’ in two instances.
The first instance is where the government has
received information according to which the body
of persons was declared in a foreign state to be an orga-
nisation engaged in terrorism, following proceedings
taken in that state under its own laws.* The second
instance is where the Security Council of the United
Nations or any entity authorised by it, has determined
that a specific body of persons is an organisation
engaged in terrorism.* These instances are based on
international cooperation.

An ‘organisation engaged in terrorism’ is defined in
s. 1 of the Bill as ‘a body of persons, incorporated or
unincorporated, operating in order to commit a ter-
rorist attack or to enable or promote the commission
of a terrorist attack; for this matter it is irrelevant
whether or not the members of the organisation
know the identity of the other members, whether

the composition of the members of the organisation
is fixed or varies, and whether the organisation also
conducts legal activities and if it also operates for
lawful purposes’. This definition is similar in essence
to the definition of ‘criminal organisation’ in the
Combating Criminal Organisations Law, mutatis
mutandis.

Animportant innovation in the Bill is the possibility
of declaring an individual to be a person engaged in
terrorism. In various other countries the law recog-
nised this possibility of also declaring individuals to
be persons engaged in terrorism, inter alia, to prevent
them from performing economic transactions with
the object of committing acts of terrorism. Article
1(c) of the Security Council Resolution 1373 of 2001
provides that states are to also immediately freeze
the assets and resources of individuals committing or
attempting to commit acts of terrorism, or participat-
ing or assisting in the commission of acts of ter-
rorism.”’ Accordingly, s. 8 of the Bill authorises the
government to declare a person to be a ‘person
engaged in terrorism’ in both instances in which a
declaration may be made on an ‘organisation engaged
in terrorism’, as well as in the case where the govern-
ment has reasonable grounds to believe that a person is
engaged in terrorism. Section 1 of the Law defines a
‘person engaged in terrorism’ as a person who
engages in the commission of an act of terrorism or
in the assistance or soliciting for the commission of
an act of terrorism or a member of a terrorist organi-
sation which is declared to be a declared terrorist orga-
nisation under the Defence (Emergency) Regulations
or the Prevention of Terrorism Ordinance, or under
this Law.

The Bill conforms to rules on natural justice. Under
s. 9 of the Bill any entity which has been declared
under the Bill to be engaged in terrorism may make
an application to the special Advisory Committee to
revoke the declaration. The Committee shall hear
the application and shall bring its recommendation
before the government. Under s. 10, the government
may revoke the declaration made pursuant to the pro-
visions of the Law in three cases. The first case is at the
recommendation of the Advisory Committee. The
second case is at the initiative of the government.
The third case relates to a declaration made on the
basis of a determination of a foreign state or the Secur-
ity Council. Where the aforesaid entities have revoked
their determination, the government shall also revoke
its determination, unless there are other grounds for
the declaration.
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Offences under the Law

Section 2 of the Bill determines the offence of ‘prohi-
bition of financing terrorism’ with a penalty of 10
years’ imprisonment or a fine of NIS4m. The
offence includes three alternatives.

The first alternative is the ‘transfer of property to a
person, placing property at the disposal of any person
or raising property for any person, directly or indir-
ectly, with the object that the property in question
shall serve in the commission of an act of terrorism or
shall enable the commission of an act of terrorism,
or with the object of financing an act of terrorism, to
encourage the commission of an act of terrorism or to
remunerate a person for an act of terrorism, even if
the person receiving the remuneration is not the
person who committed the act of terrorism or intended
its commission’.

With respect to intent, the section determines the
following presumption: should property be trans-
ferred to any person in respect of whom a declaration
was made pursuant to s. 8 that he is a person who
engages in terrorism, there is a presumption that the
offence was committed for one of the above objects,
unless proved otherwise.

The term ‘property’ has been given a broad inter-
pretation in s. 1 of the Bill, to include real property,
personal property, monies and rights, including prop-
erty which is the proceeds of such property, and any
property deriving from or originating in the profits
of such property.

The Bill does not define terrorism,>! but defines an
‘act of terrorism’ in the following manner:

‘an act which constitutes an offence, or a threat of
the commission of such an act, committed or
planned to be committed in order to promote a
political, ideological or religious interest, and satis-
fying one of the following:

(1) according to its nature and the circumstances
in which it was committed or planned to
be committed, it is likely to spread public
fear and panic, including in the non-Israeli
public, or any part thereof;

(2) it was committed or planned to be committed
in one of the ways specified below, with the
object of coercing the government, including
the government of a foreign state, to commit
or refrain from committing an act:

(a) bodily injury to a person or an infringe-
ment of his freedom, or placing a person
in danger of death or of serious injury;

(b) creating a real danger to the health and
safety of the public, or any part thereof;

(c) serious damage to property;

(d) serious disruption of essential infrastruc-
tures.’

The definition of the term ‘act of terrorism’ was made
against a background of the definitions in the Conven-
tion for the Suppression of the Financing of Terrorism
and the legislation in various countries around the
world, such as in Great Britain and Canada.>> The
definition emphasises the special object of the act,
which is to promote a political, ideological or religious
interest, and in addition, the nature of the act — an act
which by its nature and the circumstances is likely to
spread public fear and panic, or was committed as a
means of pressure on the government through
various injuries and the creation of dangers.

Isracli penal law also applies to certain offences com-
mitted outside of Isracl. The intent is also to offences
against state security, its foreign relations or secrets;
legal arrangements of the state; the proper functioning
of the state authorities; state property and the
economy; offences against an association or entity
representing the state, Israeli citizens wherever they
may be, or Jews wherever they may be etc.”” The Pro-
hibition of Financing Terrorism Bill was not satisfied
with these rules and determined a particularly broad
extra-territorial application, by defining the expres-
sion ‘act which constitutes an offence’ in the following
manner: ‘including an act committed or planned to be
committed outside of Israel, in respect of which the
penal laws of the state of Israel do not apply, provided
that the act constitutes an offence both under the laws
of the state of Isracl and under the local law in which it
was committed or in the state against whose residents
or citizens the act was aimed.’

The second alternative offence of prohibition of
financing terrorism is ‘the transfer of property to
an organisation which engages in terrorism, places
property at the disposal of such an organisation or
raises property for such an organisation, directly or
indirectly’.

The third alternative offence of prohibition of
financing terrorism is the transfer of property to a
declared terrorist organisation under the Defence
(Emergency) Regulations, the Prevention of Ter-
rorism Ordinance or under this Law, the placing of
property at the disposal of such an organisation or
the raising of property for such organisation, directly
or indirectly.
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With respect to the third alternative, s. 7 of the Bill
determines that it is sufficient if it is proved that the
perpetrator of the offence knew that the transfer of
the property, placing the property or raising the prop-
erty were committed for one of the purposes specified
in the section or for an organisation engaged in terror-
ism or for a declared terrorist organisation, even if he
did not know for which specific purpose or to which
exact organisation the property was transferred.

Section 3 of the Bill determines an additional
offence of ‘prohibiting an act in relation to terrorist
property’. ‘Terrorist property’ is defined in the
section in three alternatives, similar to the definition
of ‘prohibited property’ in the Prohibition on
Money Laundering Law:

‘(1) property originating directly or indirectly in
an offence under section 2, which was used
to or enabled the commission of such an
offence, in which such an offence was com-
mitted or which was designated for the com-
mission of such an offence;

(2) property originating directly or indirectly in
an act of terrorism, which was used or
enabled the commission of such an offence,
or was designated for the commission of
such an offence;

(3) property of a declared terrorist organisation,
property which is used or is designated for
use, or enables the operations of the organisa-
tion.’

A ‘property transaction’ is defined in section 1 of the
Bill as the ‘vesting or receipt of ownership or of any
other right in property, whether or not for considera-
tion, as well as a transaction with property amounting
to delivery, receipt, holding, conversion, a banking
transaction, investment, a securities transaction or pos-
session thercof, brokerage, extension or taking of
credit, import, export, the creation of a trust, as well
as the mixing of terrorist property with any other
property, even if it is not terrorist property’. This defi-
nition matches the definition in the Prohibition on
Money Laundering Law.

Section 3(b) determines a legal presumption: it may
be presumed that property of a person declared under
s. 8 of the Bill to be a person engaged in terrorism,
is terrorist property, unless proven otherwise. A
‘person engaged in terrorism’ is defined in s. 1 of the
Bill as ‘a person who engages in the commission of
an act of terrorism or in the assistance or soliciting

for the commission of an act of terrorism or a
member of a terrorist organisation, or a member of a
declared terrorist organisation’.

Section 7 of the Bill determines that it is sufficient if
the person committing the offence knew that the
property was terrorist property, even if he did not
know to which exact act of terrorism the property
is connected or to which entity or particular organi-
sation.

The penalty for the offence of a terrorist property
transaction is seven years’ imprisonment or a fine of
NIS2m.

Section 5 of the Bill determines that a person shall
not bear criminal liability for the offence of a terrorist
property transaction if he reported the transaction as
stated in s. 4 of the Bill, or as stated in Regulation
84(2)(a) of the Defence (Emergency) Regulations
and acted in accordance with the police instructions
in this regard. A similar provision is determined in
s. 6 of the Prohibition on Money Laundering Law.
However, the Bill goes one step further, beyond the
approach in the Prohibition on Money Laundering
Law, and provides that a failure to report a terrorist
property transaction is deemed to be an offence in its
own right. The reason for this determination was
the great importance attributed to information in
connection with terrorist activities reaching law
enforcement agencies.

Section 4 of the Bill determines an obligation to
report on terrorist property transactions in two
instances. First, advance reporting, where a person is
about to perform a property transaction (as defined
in detail above), and he has reasonable grounds to
presume that the property is terrorist property. Sec-
ondly, retroactive reporting, where a person has
already performed a property transaction and at the
time of performing the transaction, or within six
months of that date, he had reasonable grounds to
presume that the property was terrorist property.
The penalty for such an offence is significantly lower
than the penalty for the previous offences: two years’
imprisonment or a fine of NIS200,000.

Reporting should be done to the police. However,
providers of financial services who are obligated to
report to the Isracl Money Laundering Prohibition
Authority under the Prohibition on Money Launder-
ing Law may also report on terrorist property transac-
tions to the same authority. In any event, the report
shall be transmitted as close in time as possible to the
time in which the reporting entity had reasonable
grounds to presume that the property is terrorist
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property. The report shall include any information
known to the person making the report and relating
to the matter at hand. The Minister of Internal Secur-
ity, in consultation with the Minister of Justice, shall
determine modes of reporting.

The obligation to report under the Bill shall not
apply to a person who delivered a notice under
Regulation 84(2)(a) of the Defence (Emergency)
Regulations. As may be recalled, this Regulation pro-
vides a duty to report to the Minister of Finance on any
property transaction of an organisation declared under
the Regulations to be an ‘unlawful association’.
Failure to report under this Regulation constitutes
an offence in its own right. The exemption from
reporting is determined in order to prevent a double
reporting obligation.

Section 7 of the Bill determines that it is sufficient if
itis proved that the person committing the offence had
reasonable grounds to presume that the property is ter-
rorist property, even if he did not have reasonable
grounds to presume that the property is connected
to a particular act of terrorism or a particular entity
or organisation.

As appears in the Prohibition on Money Launder-
ing Law, it is also proposed to determine in the
present Law that reporting done pursuant to the pro-
visions of the Law in good faith, shall not be deemed a
breach of the duty of confidentiality and trust or any
other duty under the provisions of any law or agree-
ment, and there shall be no criminal, civil or discip-
linary liability. In order to encourage people to
report, a provision was also determined restricting
the disclosure of the identity of the reporting entity.

Administrative seizure
Administrative seizure proceedings originate in the
international requirement to freeze or block terrorist
assets.”® The objective of the proceedings is the
removal of assets and monies from the turnover of
assets designated for financing terrorism.>

It has already been seen that under the Defence
Regulations the Minister of Finance may confiscate
the property of an organisation declared to be a pro-
hibited association. Under the Prevention of Terror-
ism Ordinance, an application may be made to the
District Court to confiscate the property of an organi-
sation declared to be a terrorist organisation. It is pre-
sently proposed, in addition to the aforesaid measures,
to vest authority in the Minister of Defence to order
the seizure of ‘terrorist property’ as defined in s. 3 of

the Law, on condition that one of the following
conditions has been satisfied:

(1) itis the property of a body of persons declared to
be an organisation engaged in terrorism, as well as
property serving or designated to serve the activ-
ities of any such organisation, or property
enabling its activities;

(2) it is the property of a person declared to be a
person engaged in terrorism;

(3) itis property designated for the commission of an
‘act of terrorism’ as defined in s. 1;

(4) 1tis property in which an offence unders. 2 of the
Bill has been committed or designated for the
commission of such an offence.

Furthermore, if such property has mixed with other
property and may not be identified or separated, the
Minister may also order the seizure of the additional
property. An example of this is money belonging to
a declared terrorist organisation located together
with money not belonging to the organisation.

Under s. 13 of the Bill, a temporary seizure order
may be made for a period not exceeding seven days.
The purpose of this section is to enable the issue of
an order in situations where there is a suspicion of an
immediate property transaction which will obstruct
the scizure of such property.®® Under s. 15, if after
the granting of a seizure order further terrorist prop-
erty is discovered of the same class of property with
respect to which the order was granted, the original
seizure order shall also apply to such property.

The enforcement of a seizure order shall be per-
formed by a police officer, customs official or any
other public employee authorised for this purpose.
For this purpose, they shall be granted all the powers
necessary, including entry into any place and use of
force (s. 17). If the property with respect to which
the order was given is mixed with additional property
in such manner that it is impossible to identify or sepa-
rate such property, the person implementing the order
may also seize the additional property (s. 18). The
property seized shall be managed by the Administrator
General (s. 19).

Any person claiming a right in scized property,
except for a declared terrorist organisation, may
apply to a special objections committee for revocation
of its declaration that it is such an organisation, as
stated above.

In view of the effectiveness of the administrative
seizure process, the Bill has not determined a mechan-
ism for forfeiture in civil proceedings, as currently
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appears in the Prohibition on Money Laundering Law

and the Combating Criminal Organisations Law.”’

Forfeiture of property in criminal
proceedings

Sections 25—45 of the Bill deal with forfeiture after a
conviction in criminal proceedings. It is a long and
detailed chapter which attempts on the one hand to
protect the property right of the individual, while
on the other hand serving as a useful tool to combat
terrorist financing. As in the case of the provisions in
the Prohibition on Money Laundering Law and the
Combating Criminal Organisations Law on forfei-
ture, forfeiture in this case is also a mandatory provi-
sion in any case where a person has been convicted
of an offence of terrorist financing or performing a ter-
rorist property transaction. Forfeiture may also be
carried out if the property is not found in the posses-
sion or under the control or in the account of the con-
victed person (s. 27), and other property may be
forfeited, if financed by the convicted person (s. 26).
However, no authority was determined to forfeit
the property of the organisation itself, which was per-
mitted in the Prohibition on Money Laundering Law
and the Combating Criminal Organisations Law.
Section 46 of the Bill determines a presumption,
according to which any property of a declared terror-
ist organisation or of a person declared to be a person
engaged in terrorism found in the possession, under
the control or in the account of a convicted person,
shall be his property, unless proved otherwise. This
presumption is similar to the presumption determined
ins. 9 of the Combating Criminal Organisations Law,
although in that Law it applies solely to forfeiture,
whereas in the present instance it applies with respect
to forfeiture and the offences.

As in the arrangement in the Combating Criminal
Organisations Law, the Bill also proposes (ss. 37—41)
to vest authority in the court to order temporary
remedies the object of which is to prevent the obstruc-
tion of the possibility of forfeiting the property after
the sentence, such as an order for the provision of sur-
eties on behalf of the accused person or the person in
possession of the property, an injunction, attachment
order, instructions to the Custodian General on
administration of the property and other instructions.
The court is competent to order interim relief after the
submission of an indictment (s. 21) and also, in excep-
tional cases, before the submission of an indictment

(s. 37).

Amendments to the Prohibition on
Money Laundering Law

In order to adapt the Prohibition on Money Launder-
ing Law to the Bill on Financing Terrorism, it is pro-
posed to make the following amendments to the first
Law:

e  The offences under the Prohibition of Financing
Terrorism Law should be added to the list of ori-
ginal offences in the Prohibition on Money Laun-
dering Law.

e  The duties imposed on providers of financial ser-
vices for the purpose of combating money laun-
dering should also serve to combat terrorist
financing.

e The Isracl Money Laundering Prohibition
Authority should be called the ‘Israel Money
Laundering and Financing of Terrorism Prohibi-
tion Authority’, indicating the nature of its func-
tion.

e The transmission of information from the data-
base to the police, the General Security Service
or any similar authority in another state, should
also be permitted for the purposes of preventing
offences under the Prohibition of Financing
Terrorism Law.

CONCLUSION

The Prohibition of Financing Terrorism Bill, when it
becomes binding law, together with the Combating
Criminal Organisations Law, and the Prohibition on
Money Laundering Law, create a secure normative
framework for the global war against terrorist finan-
cing and the laundering of terrorism monies. The
Combating Criminal Organisations Law deals with
the actual activities within or in connection with a
terrorist organisation, and within this framework it
also deals with the financing of the organisation. The
Prohibition on Financing Terror Law deals with the
financing of all forms of terrorism and any activities
performed with property connected with terrorism.
The Prohibition on Money Laundering Law combats
any attempt to conceal monies and property in con-
nection with terrorism. The combination of legisla-
tion creates a new spectrum of offences compatible
with the new international approach, and a series of
other administrative measures for the purpose of effec-
tive enforcement of the legislative provisions.

By the enactment of this legislation Israel has joined
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the family of developed nations which consider terror-

ism to be a real danger to global peace and security and

have adopted effective methods to combat it.
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Commission tells six member states to
implement the Second Anti-Money
Laundering Directive

Italy, Portugal, Greece, Sweden, Luxembourg and
France have received formal requests from the
European Commission to implement the Second
Anti-Money Laundering Directive. None of these
member states has yet notified the Commission of
their measures to write the Directive into national
law.

The Second Directive was adopted on 4th
December, 2001 with member states agreeing to
implement it in national law by 15th June, 2003,
but only Denmark, Germany, the Netherlands and
Finland conformed to the deadline. Ireland and
Spain did so shortly afterwards, Austria and the
UK have notified the Commission of their imple-
mentation, and Belgium has published a new law
to do so.

In the UK the provisions of the Directive have

been implemented from 1st March by the Money
Laundering Regulations 2003, which replace the
Money Laundering Regulations 1993 and 2001.
Relevant businesses are required to keep records of
business relationships and transactions, maintain
identification procedures, train employees in the
law relating to money laundering, and report suspi-
cious transactions to the National Criminal Intelli-
gence Service. New categories of business have
been brought within the Regulations, including
‘money service business’ (concerns operating a
bureau de change, transmitting money by any
means or cashing cheques made payable to custo-
mers); auditors; external accountants and tax advi-
sors; estate agents; notaries and other legal
professionals acting on behalf of their client in any
financial or real estate transaction; dealers in high
value goods (eg precious stones, works of art)
where a cash payment of €15,000 or more is made;
and casinos.

Page 379




